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In the response to the dynamically changing geo-political environment that
we face today, NATO conducts a process of continuous transformation
guided by a high level political agenda.
Driven by its transformational mission, ACT initially developed the concept
of the EA Hackathon in 2016 as a means to enable rapid transformation
and innovation that could instantly re-shape the NATO Enterprise. This
concept directly addresses the current business needs by applying an
industry proven format to engage with experts and novices “parachuted”
into high intensity work environment for a limited period. The Hackathon
does not replace the traditional research, development and procurement
processes, but rather complements them, with the aim to accelerate the enterprise change by stimulating
multidisciplinary innovation in the areas of the greatest business risks and opportunities.
A current challenge for NATO and its Partners is the NATO Federated Mission Networking initiative which strives
toward the ultimate goal of “Day Zero” Interoperability between Affiliates; but this is an expensive and difficult task
when it is pursued as an afterthought. To be truly interoperable on that notional “Day Zero”, then we have to plan
for it up front—we have to train our people and design our processes and technologies with an eye on
interoperability. We have to practice Interoperability by Design—not Interoperability by Accident.
This year the EA Hackathon has itself been transformed into the TIDE Hackathon and focused on challenges designed
specifically to address FMN problem space. Our objective, with the help of the Hackathon participants, was to derisk FMN Spiral 3 and 4 Specifications. The outcome of the TIDE Hackathon was also linked to the broader
Interoperability Continuum activities including TIDE Sprint and CWIX to enable fast-tracking of new ideas into
potential solutions. The prizes in this Hackathon were sponsored by ACT and enabled teams to take their innovative
solutions through Interoperability Continuum.
Looking ahead we are already planning the next TIDE Hackathon for the spring of 2019. The event will be run in
Warsaw and we are very grateful to Poland for their generous offer to host the Hackathon. I encourage all our Allies
and Partners to consider attending this excellent event. In addition, our Partner Ukraine has announced that they
are planning to run a National Hackathon under the NATO TIDE Hackathon framework later this year. I would like
to reiterate our offer of support for this event and wish participants from Ukraine success in this new endeavor.
I thank each and every one of the participants for your tremendous effort in support of NATO’s ambition of “Day
Zero” Interoperability. It is greatly appreciated.

Should you have any suggestions or proposals that would help us to make this event better please contact my action
officer Krzysztof Skurzak, email: Krzyszotf.Skurzak@act.nato.int, phone: +1 757 747 3206

RADM Önder Çelebi, TUR
ACT Assistant Chief of Staff Command and Control,
Deployability and Sustainability
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In the participants’ words …
“Hackathon has proven particular useful to work across organizational
boundaries without bureaucratic overhead.”, Archimates

“Hackathon is a perfect opportunity for networking and finding new
friends from other nations.”, TRIDENT
“The event was challenging
but at the same time fun.
The possibility to interact with people from different backgrounds but also
bringing products and experts from the industry gave valuable insights.”,
Matchless

“The Hackathon is an
excellent possibility to get in
contact with young people
from other nations who are working in the same environment. People
with fresh ideas helping each other to resolve problems and to find new
ways in an innovative architectural approach. “, TRIDENT

“It was a great opportunity
to be a part of the
Hackathon to create and
invent ideas to face the interoperability issues. “, Observers from
Bundeswehr

“ … it was great time and experience for our team and an opportunity to
meet fantastic people who shared their very interesting ideas. “, FRONT

“We are really happy to be here again. We enjoy the diverse
opportunities to have deeply discussions about common topics and
challenges with experts from other Nations.”,

Hugin

“This is our first time at TIDE Hackathon and it is a really good event. We
are enjoying it to exchange knowledge and learn more. “, SmartID
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Acknowledgments
The engagement with academia, industry and NATO Agencies was instrumental for the success of 2018
TIDE Hackathon. By sharing the knowledge on advances in technology and throiugh provision of
professional support Hackathon partners helped move the event to the next level.
Exceptional support was received from the Faculty of Electrical Engineering from University of
Montenegro which has a huge positive impact on the outcome of the event. In addition to the excellent
logistic and organizational support, the University brought to the challenge young, bright students who
were not afraid to challenge the “status quo” and presented fresh, alternative ways to address the
presented problems.
Knowledge sharing sessions offered by Microsoft helped participants to better understand the emerging
technologies such as Artificial Intelligence (AI) and Quantum Computing. The information that was
provided inspired the teams to reach further ahead within their solutions by recognizing the upcoming
challenges with regard to the ethical aspects of AI use, or nontrivial cryptography risks.
Lastly, experts from NCI Agency from the Programme Management Integration Capability (PIMIC) team
brought to the event User Experience (UX) expertise that positively influenced the outcome of the coding
and joint sessions. Participants highly valued the services that were provided and indicated the
importance of future engagement with this team. The PIMIC UX team conducted a series of coaching
sessions with software developers from the Teams, sharing the lessons learned and best practice
collective from a large number of NATO projects.

The University of Montenegro (www.ucg.ac.me) was founded on April 29, 1974. It
has developed in accordance with the spirit of time and the growing needs of
Montenegro. Today, the University of Montenegro (UoM) is situated in nine
Montenegrin towns: Podgorica, Niksic, Cetinje, Kotor, Herceg Novi, Bar,Bijelo
Polje, Budva and Berane and includes 19 faculties and two institutes: Faculty of
Economics – Podgorica, Faculty of Law – Podgorica, Faculty of Electrical
Engineering –Podgorica, Faculty of Metallurgy and Technology – Podgorica, Faculty
of Civil Engineering – Podgorica, Faculty of Mechanical
Engineering – Podgorica, Faculty of Natural Sciences and
Mathematics – Podgorica, Faculty of Medicine – Podgorica,
Faculty of Political Sciences – Podgorica, Faculty of
Architecture – Podgorica, Faculty of Biotechnology –
Podgorica, Faculty of Philosophy – Niksic, Faculty of Philology
– Niksic, Faculty for Sport and Physical Education – Niksic,
Faculty of Fine Arts – Cetinje, Faculty of Drama – Cetinje,
Music Academy – Cetinje, Faculty of Maritime Studies –
Kotor, Faculty of Tourism and Hotel Management – Kotor.
Figure 1. Prof. Milica Pejanović-Đurišić recieves
The University includes two institutes as well: Institute for
appreciation plaque from RADM Önder Çelebi
Maritime Biology – Kotor, Institute for History – Podgorica.
The University Library and the Information Technology Centre (CIS) function as parts of the University.
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The main site of University of Montenegro located in Podgorica, the capital city of Montenegro with a
population of around 200.000.

The NCI Agency1 (http://www.ncia.nato.int) runs a large programme for
delivery of integrated ICT capabilities for the Bi-SC AIS2. The Bi-SC AIS provides
the information services required to support the NATO Command Structure in
all its peacetime, training, exercise and operational tasks including
interoperability and coordination with the NATO Force Structure, deployed
forces, and on-going Alliance Operations and Missions.
Under the programme office (PMIC), that governs and supports the related implementation projects, a
team for C4ISR User eXperience (UX) Services was establish in the past years. The team makes available
UX guidance, processes and tools available for the Bi-SC AIS projects. Some of the areas that the UX team
continues to work on are:


define and execute user-centred design approach to help
realize better systems for operational users;



develop and maintain Style Guides to achieve consistency
in system interaction;



develop and maintain UI component libraries (CompassUI
for Web and Mobile) for application development;



provide UX training to project and programme teams.

More information will be made available on the UX related
page(s) on Tidepedia and/or the Bi-SC AIS portal.

Figure 2. PMIC UX Team supporting
developers during the TIDE Hackathon 2018

Founded in 1975, Microsoft (Nasdaq “MSFT”) is the worldwide leader in
software, services, devices and solutions that help people and
businesses realize their full potential. The current business model of
organization is built around four main groups.
Cloud and Enterprise Engineering Group which is responsible for the company’s cloud infrastructure,
server, database, CRM, ERP, management and development tools businesses. His engineering team builds
Microsoft Azure, Windows Server, SQL Server, Microsoft Dynamics, Active Directory, System Center,
Visual Studio and .NET.

1
2

NCI Agency: NATO Communications and Information Agency
Bi-SC AIS: Bi-Strategic Command Automated Information System
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Office Product Group leads Microsoft’s business across productivity, communications, education, search
and other information services, setting the vision, strategy and overall direction of the Applications and
Services group, and is responsible for all of the research and development teams across Microsoft Office,
Office 365, SharePoint, Exchange, Yammer, Lync,
Skype, Bing, Bing Apps, MSN and the Advertising
platforms and business group.
Windows and Devices Group focuses on the software
platform, apps, games, store and devices that power
the Windows ecosystem, including Microsoft Edge,
Minecraft, Halo, Surface, Surface Hub, HoloLens and
Xbox.
Technology and Research including Microsoft
Research, Trustworthy Computing and Technology Figure 3. Tony Reeves presents the latest Microsoft
Policy, and is responsible for driving the company’s
R&D predictions.
overall technical directions.

Figure 4. Working day at 2018 TIDE Hackathon.
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Executive Summary
The 2018 TIDE Hackathon is one of the elements of ACT’s Interoperability Continuum series of events –
an annual cycle starting with Fall TIDE Sprint, followed by the TIDE Hackathon, the Spring TIDE Sprint and
culminating at CWIX3. The ultimate goal of the Continuum in 2017/2018 is to rapidly improve
interoperability amongst NATO and coalition partners under the Federated Mission Networking (FMN)
initiative. The need to move towards the principle of “Interoperability by Design” is becoming more and
more evident in light of the huge financial benefits that could be achieved if the standardization processes
are expedited and adopted early on in the design and procurement processes.
Hackathons were adopted by ACT to increase effectiveness of transformation and innovation processes.
The TIDE Hackathon is an event in which individuals and small teams involved in software development
and enterprise architecting compete intensively in collaborative environment to Fast Track the
“Interoperability by Design” approach. The Selection Board chooses the best solutions and the winning
teams receive prizes. All the solutions are kept in the open source domain, and the best are used within
NATO Enterprise, and by Coalition partners. The products form past two Hackathons are already in use
[1], [2].
2018 TIDE Hackathon built upon the already proven business model, was for the first time conducted at
civilian university to promote civ-mil cooperation within innovation space. The participants were able to
select from a modelling, coding and a joint challenge.
The 2018 TIDE Hackathon was organized by the Technology and Human Factors (THF) branch of
Headquarters Supreme Allied Commander Transformation (HQ SACT), supported by the Communication
and Information Systems (CIS) branch. It took place from 19 to 23 March in Podgorica, Montenegro.
Modelling Challenge – the modelling challenge was sponsored by the UK and asked the teams to develop
architecture patterns to enable rapid adoption of coalition cloud. Five teams of Enterprise Architects,
Operational Analysts and Software Engineers participated in this challenge. The solutions that they
developed will be consolidated further and used to inform Spiral 3 and 4 of FMN specifications that
currently under development at ACT.
Coding Challenge – sponsored by Poland, the coding challenge looked to develop tactical mobile and chat
and situational awareness applications. Seven teams of software developers participated in this challenge.
The best solution of this challenge will be used to standardize tactical domain in order to improve
interoperability. In the next step of this effort ACT will formalize opportunities discovered by the teams
and record associated risks in the upcoming FMN spirals.
Joint Challenge – sponsored by the ACT lead for Core Services Capabilities Development in FMN, the
teams were required to develop models and/or prototypes of Distributed File Sharing. Three teams of
Enterprise Architects, Operational Analysts and Software Engineers participated in this challenge. This
functionality, along with federated search, is one of the most basic yet most critical, and is not easy to
implement within a federated environment. All the solutions from this challenge will inform Spiral 3 and
Spiral 4 of FMN.

3

Coalition Warrior Interoperability eXploration, eXperimentation, eXamination, eXercise

8

The TIDE Hackathon has proven once again that the competitive model developed by ACT can produce
real solutions to the offered challenges. The high level of participants’ professionalism, commitment and
effort once again yielded a large number of high quality products including thousands of lines of code,
and tens of architectural models, predominantly from voluntary contributions of the participants.
The number of participating teams has grown year to year by ten percent, and a mix of expertise from
industry, academia and military helped to find innovative solutions. Participants appreciated the
opportunity to work hand in hand with NATO experts.
With continuous growth of this event ACT will need to revaluate its resource commitment to assure that
the required support and resources are available to ensure future events are equally (or even more)
successful.
The winning solutions will be taken forward to the next event in the Continuum cycle – TIDE Sprint # 31
in Genoa, ITA – and ultimately the best solution will be present at CWIX for operational assessment.

Figure 5. Group Photo of 2018 TIDE Hackathon participants.
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Background
In 2009 a small group of NATO and National architects met at TIDE4 Sprint in
Amsterdam to begin building a community of experts interested in
innovation and transformation of Enterprises by applying the frameworks,
tools and techniques of the Enterprise Architecture discipline. The
Enterprise Architecture track was born, and quickly has become one of the
most popular tracks of the TIDE Sprint events.
The EA community work led to many joint ventures among participants and contributed to the production
of the architectures, increase of the capability development process maturity and increase of the
Communication and Information Systems (CIS) interoperability and standardization levels within NATO.
The community driven architectural products include Consultation, Command and Control (C3) Taxonomy
and C3 Technical Services Taxonomy5.
The EA community also influenced the work conducted by NATO policy makers what resulted in the
approval by the NAC of the C3 Alliance Strategy6 that recognized and calls for the implementation of
Enterprise Architecture as a discipline in the NATO Enterprise. As the highest-level policy document this
strategy guides the development of Policies and Directives that orchestrate NATO organization and its
interactions with Nations and partner organizations.
To further increase pace of the organizational change, the EA community proposed to provide more
“hands-on” experience that could bring closer the mindsets of participants and lead to the development
of transformational products. Following the best industry practices, it was agreed during the Fall TIDE
Sprint in 2015 to use the Hackathon format to address the need for change. It allows for engagement with
participants who are not traditionally involved in enterprise architecture, but could provide eye-opening
ideas to the community. At the same time the teamwork and on-site prototyping of solutions would allow
for rapid Idea-To-Solution cycles. Lastly, the hackathon format brings the friendly competition aspect that
should not be underestimated.
As result of the success of first two events, the EA Hackathon has now been rebranded into the TIDE
Hackathon to serve a larger community of interest in the future. It has also been identified as a key event
to fast track the development of new concepts and capabilities through ACT’s Interoperability Continuum7
initiative, with an initial focus on speeding up development of Federation Mission Networking Spirals. The

4

Think-Tank for Information Decision and Execution Superiority
NATO C3 Board, endorsement of "C3 Taxonomy Baseline 2.0", AC/322-N(2016)0021-AS1, 11 February 2016
6
Alliance Consultation, Command and Control (C3) Strategy, C-M(2014)0016
7
For more details see Tidepedia article at https://tide.act.nato.intltidepedia/index.php/lnteroperability%20Continuum
5
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new focus also enhances the initial Idea-To-Solution cycle by extending it to Idea-to-Solution-toStandardization. This has led to refinement of the hackathon definition as follows:
A TIDE Hackathon is an event in which individuals and small teams involved in software development
and enterprise architecting compete intensively within collaborative environment to Fast Track the
“Interoperability by Design” approach.
During the TIDE Hackathon teams compete to identify solutions to specific challenges by fostering
innovation, engaging diverse stakeholders and improving understanding of challenges faced by the NATO
Enterprise, Alliance and Federation.

Previous Hackathons
The participants of the 1st EA Hackathon8
delivered an unprecedented number of
tangible products and solidified the
community of Enterprise Architecture
stakeholders. More than 20,000 lines of
code, tens of models and accompanying
pages of analytical work have been
produced by the participants from
nations, industry and academia during the
week-long event. The event provided
outcomes that directly support operational needs and therefore add value to the NATO Enterprise. The
results of the modelling challenge have been used right away by Multinational Capability Development
Campaign (MCDC) community and by Mission Threads Capstone implementers, while the outcome of the
coding challenge was incorporated into the ACT’S architectural software baseline in order to support
capability development process. The final products contribute to a body of knowledge for the NATO and
National architects, operational analysts and requirement engineers in order to increase the maturity of
the EA discipline and to enhance tools suite at EA stakeholders’ disposal. The products created during the
1st EA Hackathon remain in the open-source domain, and the Final Report9 is available on ACT website.

8

The 1st EA Hackathon took place in Cracow on 4-6 April 2016
The final report is available at http://www.act.nato.int/images/stories/events/2016/ea-hackathon/ea-hackathon-2016report.pdf
9

11

The 2nd EA Hackathon10 built upon the already
proven business model, and introduced one
additional challenge. The participants were able
to address cyberspace as a fifth military domain
(modeling);
interoperability
of
NATO
interoperability assessment databases (coding);
and military applications of Internet of Things
(joint challenge). The solutions developed at the
event directly contributed to new concept for
Cyberspace Operations; CWIX analytical
capabilities; and development of new C2 Concept under ACT’s C2 Focus Area respectively. Further details
are documented in the Final Report11 including the links to the final products.
The participation in the event grew by twenty percent year on year, and a mix of expertise from industry,
academia and military helped to find innovative solutions. Following the 2nd EA Hackathon execution ACT
organized a planning conference12 to review lessons learned in order to further capitalize on the event
performance.
The outcome of the planning conference allowed ACT to formalize the TIDE Hackathon Framework13 and
to build the repository of hackathon challenge proposals. The TIDE Hackathon Framework can be used by
Nations to capitalize on this proven format for national activities. The established repository of challenge
proposals helps to synchronize national hackathon initiatives, clearly define interface points with other
Interoperability Continuum events, and enables sharing of the hackathons’ results.

10

The 2nd EA Hackathon took place in London on 27-31 March 2017
The final report is available at http://www.act.nato.int/images/stories/events/2017/ea-hackathon/2017-ea-hackathonfinalreport.pdf
12
The materials from the planning conference are available at
https://tide.act.nato.int/tidepedia/index.php/TIDE_Hackathon_Planning_Conference_(18-20_Oct_2017)
13
The framework is described within Appendix A of 2018 Handbook available at
http://www.act.nato.int/images/stories/events/2018/tide-hackathon/2018-tide-hackathon-handbook.pdf
11
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Aim
The aim of the TIDE Hackathon is to create the environment for experts and novices who are involved, or
interested, in businesses innovation and transformation to competitively work on the pressing problems
identified within NATO Enterprise, Alliance, and Federation that are difficult to solve by the traditional
means.

Objectives
The TIDE Hackathon events provide a mechanism to:
 Develop innovative architectural models, views, and methods for presented business cases
 Develop novel software/hardware based solutions for the “low-hanging fruits” business cases
 Promote “Interoperability by Design” principle and Enterprise Architecture (EA) discipline by
sharing knowledge and increasing awareness among EA stakeholders

Hackathon Challenges
The 2018 TIDE Hackathon offered three challenges to the participants covering modelling, coding and
joint categories.

Modelling Challenge – Deployment of Coalition Cloud
The objective of the modelling challenge was to develop a reference architecture for a future C4ISR14 that
will permit affiliates to federate cloud hosting services with mission partners in a deployed operation.
The participants of the modelling challenge were tasked to develop a set of architectural patterns
representing how Coalition Operations can adopt Cloud Computing Services by applying ideas from stateof-the-art technologies and business practices. The developed patterns needed to apply service-oriented
architecture principles, work in the federated environment, and identify interoperability points along with
standardization opportunities. Full details are available in Annex. A. Modelling Challenge.

Coding Challenge – Mobile Chat and Situational Awareness
The objective of the coding challenge was to develop mobile applications and services that will enable
near real time coordination between tactical forces and between tactical forces and operational
Command Element (CEs). These applications and services will enhance mission effectiveness, increase
Situational Awareness (SA) and reduce the potential for fratricide (Blue on Blue engagements).
The participants of the coding challenge were tasked to develop working software prototypes by applying
ideas from state-of-the-art technologies. The solutions developed needed to apply service-oriented
architecture principles, work in the federated environment, and help to identify interoperability points
along with standardization opportunities. Full details are available in Annex. B. Coding Challenge.
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Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance
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Joint Challenge – FMN Distributed File Sharing
The objective of the joint challenge was to develop models and/or prototypes of applications that would
show how to significantly improve the access to unstructured information (“files”/”documents”) in a
federated environment.
The task for the participants of the Joint Challenge was be to develop experimental or demonstration
solutions to the problem of sharing and using unstructured information in a federated, distributed
environment. Solutions could be either architectural models or working prototypes. Full details are
available in Annex. C. Joint Challenge.

Teams

The 2018 TIDE Hackathon brought together over 50 participants from National Government and Defense
organizations, industry, academia and NATO (HQ SACT and the NATO Communications and Information
(NCI) Agency). The list of organizations participating in the event included University of Montenegro,
Danish Ministry of Defense, UK MOD ISS, Polish MOD, Ukraine MOD, Ukraine Office for European and
Euro-Atlantic Integration, Polish Military Application Services Development Center, Warsaw Military
University of Technology, Ukrainian C4ISR Centre, Roke, Norwegian Defence Research Establishment,
Planning Office of Bundeswher, and Microsoft. The international community included participants from
Denmark, Germany, Montenegro, The Netherlands, Norway, Poland, Romania, the UK , Ukraine, Turkey.
This diverse audience was grouped into 15 teams competing for the first prizes in the modelling, coding
and challenges.
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Academia and Industry Engagement
The close collaboration with industry and academia during
Hackathon was an essential part of the event. The industry
engagement occurred at different levels. First, the knowledge and
expertise provided by the industry experts helped to make sure the
developed solutions are feasible and assess their innovation factor.
Secondly, pre-event engagement with University of Montenegro
increased attractiveness of the Hackathon and assured outstanding
logistics support. Furthermore, the industry participants had an opportunity to work hand in hand with
NATO experts that enabled knowledge sharing in an open, pre-procurement model. Lastly, the academia
members were participating in the selection board as voting members to provide their valuable
assessment. The event was also successful in attracting human talent and developing social networks that
span across civil-military environments.

Social Media
An important part of the hackathon preparation, execution and post analysis
were social networking platforms. Developed with the experts from ACT
StratComm Branch it helped to target the right audience and to improve the
attractiveness of the event. Apart from using the more traditional communication
means (trifolds, presentations, and emails) the event had presence on the ACT
web site and social media; Twitter; and Facebook from the initial planning stages.
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Results
The teams competed at the University of Montenegro solved three FMN challenges and help de-risk and
improve the specifications. The competition this year was very demanding and the teams presented their
solutions to the Selection Board chaired by RADM Önder Çelebi on the last day. After careful review of
the final products the Board chose three winning teams and awarded one special award.

Modelling Challenge – Deployment of Coalition
Cloud
The Modelling Challenge was won by the Fantastic Lobsters
Team (Figure 7) from the UK MOD Information Services and
Systems (ISS) (Figure 6). It was for the second year in row
that a team from the U.K. MOD was awarded the first place.
The team developed a solution that will help to improve
adaptation of the combat cloud in the federated
environment. The architecture and associated patterns that
were developed will be evaluated for inclusion into the FMN
Reference Architecture, laying down the foundation for future
FMN Spirals.

Figure 6. Fantastic Lobsters - Modelling
challenge winners, UK MOD ISS

Coding Challenge – Mobile Chat and Situational Awareness
The Coding Challenge was won by ARMED Team from the
Warsaw Military University of Technology (Figure 8). The
team developed a prototype mobile application that met
most of the demanding tactical operational requirements.
The solution was appreciated by the Selection Board for its
innovation, where new technologies such as Augmented
Reality were applied to enhance capabilities of the soldiers at
the tactical edge. The solution and associated technical
approach will help to shape Tactical Mobile applications for
federated operations and directly contribute to FMN future
specifications.
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Figure 7. ARMED - Coding Challenger winners,
Warsaw Military University of Technology

Joint Challenge – FMN Distributed File Sharing
Cloudy team (Figure 9) from the Ukraine C4ISR Center won
the Joint Challenge by combining both an architecture and
associated software prototype for Distributed File Sharing in
a Federation. Their solution addressed both federated file
sharing and distributed search, and provided for future
scalability if it is adopted. They also demonstrated the
opportunities that now exist in the open source domain for
this problem. During the event, the team also helped to
identify a potential problem with the Spiral 3 specifications
concerning standards/RFCs specified for informal messaging.

Figure 8. Cloudy = Joint Challenger
winners, Ukraine C3ISR Center

Special Award
The Selection Board presented a special award for the
Valanders team of students from the University of
Montenegro (Figure 10). This team showed great
determination in tackling the Coding Challenge, and
demonstrated to the Board that innovative ideas and novel
solutions can be developed by those without prior military
experience and expertise
Figure
Valanders,Special
SpecialAward
Award
Figure10.
9. Valanders,

Hackathon Logo Challenge
During the 1st EA Hackathon
the
participants
were
presented with an “afterhours” Logo Challenge –
“decrypt the hidden message
within the EA Hackathon Logo”. All who solve Logo challenge
will become a members of “NATO Hackers Club”, a special
workforce that will group top talent to influence the future
editions of Hackathon, and whose members may be called
upon out of the Hackathon cycle to help address some of the
most pressing NATO challenges.

Figure 11. Hugin Team at Work

The promotion of EA Hackathon to TIDE Hackathon coincided with solving the Hackathon Logo challenge.
The Logo has been created by Hugin team from Denmark (Figure 11), and later by the US officer. As result
the hidden logo message was revealed at TIDE Sprint and it reads “Keep ☺ Hacking”.
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The new logo for the Hackathon has been developed by the NATO Hackers Club and is presented below.
As Hackathon is now supporting FMN, the two letters within the logo are FN, for Federated Networking.
The logo has a new message encrypted within it with the improved encryption mechanism to increase the
challenge difficulty level.

You can join NATO Hackers Club today! Just send the solution to one of the club members. Those who will
manage to solve this problem will become members of the NATO Hackers Club, a prestigious special
workforce that will group top talent to influence the future editions of Hackathon and may be called to
address the most pressing alliance issues.
The members of NATO Hackers Club:
1.
2.
3.
4.

Krzysztof Skurzak, PL, email krzysztof.skurzak@act.nato.int
Ulf Bjerring, DK, e-mail merlin@mil.dk
Mads Rode, DK, e-mail fmi-ki-ua03@mil.dk
Brett T. Sammis, US, e-mail brett.sammis@act.nato.int

Photo Challenge
For the first time the Hackathon offered a photo
challenge to all the participants including observers.
Putting into action the idea of photography crowdsourcing proved to be very powerful. The challenge
resulted in more 1200 photos taken by Hackers during
the week with the use of their personal devices.
An essential element of this challenge was a network
infrastructure with photo web server that enabled fast
pictures update and assessment (the judging panel was
operating in Norfolk).

Figure 12. 1st Photo Challenge Prize (the
winning picture in the background)

The first prize in Photo Challenge was awarded to Ukrainian team (Figure 12). There was also an Honorable
Mention for another picture (Figure 13) that was taken using an infrared camera by Norwegian team. The
jury appreciated the creativity that admirably demonstrated the “hacker’s culture”.
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Figure 13. Photo Challenge Honorable Mention.

Most of the pictures embedded within this report are products of the photo challenge and are the best
evidence of the original idea and its execution was a success. All the pictures from the event are uploaded
to the Hackathon repository and could be accessed at link.

Conclusions
Participants in the 2018 TIDE Hackathon concluded that it was extremely useful event, and a positive
experience that had pushed their technical limits within an atmosphere of trust and collaboration. Early
analysis of the results show that the team contributions have already influenced the development of FMN
Specifications and provided valuable input for the “Interoperability Continuum” series of events. The
detailed lessons learned captured during planning and execution phases of the Hackathon are available
at Annex D. Specific conclusion include:








The transition from EA Hackathon to TIDE Hackathon in order to provide more FMN focus and
enable “Interoperability Continuum” was very successful, and early results only reaffirm the
validity of chosen strategy for fast-tracking FMN initiative
The development work undertaken at this Hackathon event was undertaken by military and
civilian experts and was of the highest quality and provided at negligible cost.
As an approach to developmental problems, this event was truly innovative. Participants were
enthusiastic and worked long hours to find solutions to the two challenges that would otherwise
have taken a long time or a sizable budget.
The element of competition between teams from different industries, organizations or academic
centres was a major contributing factor to the success of this event.
Awards for winning teams or for extraordinary innovation by individuals should be encouraged;
recognizing that the cost incurred is minor compared to the benefit to NATO.
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Recommendations
The detailed list of all recommendations for the conduct of the Hackathon is presented in the Annex D.
The list below includes the three key points looking ahead to 2019:




Increase level of commitment of the internal ACT resources in order to capitalize on excellent
products developed by Hackers
Increase the learning and information sharing opportunities for the Hackers by involving more
teams that could provide those services, such as UX team this year
Recognize an annual nature of Interoperability Continuum and further promote the initiative by
increasing the level of marketing, and employing effective communication to promote future
Interoperability Continuum cycles
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Annex. A. Modelling Challenge
Introduction
The 2018 TIDE Hackathon Modelling Challenge was
accepted by five teams. On the first day of the
Hackathon the teams were provided with materials
focusing their efforts on a few scenarios described as
Mission Threads. Those materials are available here.
Each team developed an independent solution and
presented it to the Selection Board. This annex
contains description of the challenge, the
presentation
of
the
teams,
and
their
accomplishments. It also provides an entry point to
the repository where the solutions are stored. Please note that to access the repository a Tidepedia
account is required (see Appendix D for the details).

Challenge Sponsor
Mr. Kevin Wallis, e-mail: kevin.wallis504@mod.gov.uk

Challenge Custodian
Mr. Krzysztof Skurzak, e-mail: Krzysztof.skurzak@act.nato.int

Challenge Objective
To develop a reference architecture for a future C4ISR15 that will permit affiliates to offer cloud hosting
services to mission partners in a deployed coalition.

Challenge Description
SACT’s General Denis Mercier articulated the Combat Cloud concept as
“The future combat system is not an aircraft, it is a C4ISR [system] with the
cloud ID and platforms that are either piloted or unpiloted. We will have to
be able to link on this. This is what we have to be able to build for the future,
but we have to start it now.”
The idea of a combat cloud – essentially the ability to link various assets together and use them to share
information – is not a new one. Indeed, many militaries have been experimenting with providing
“cloudlike” hosting for years. But when it comes to a coalition cloud, there are extra complications given
the vast number of platforms and different C4ISR systems being used, replete with different tactics and
procedures. Getting those to all work together in a cloud-based architecture means developing

15

Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance
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interoperability among NATO partners – both a technological and procedural challenge and the
procedural challenge is often the greater one.
This modelling challenge calls for development of architectural patterns at business, information,
application and technology layers for the provision of Application, Infrastructure and Platform as a Service
(IaaS and PaaS) within a deployed coalition. The developed patterns should identify the standardization
opportunities, and be applicable to the federated environments. The recognition of the consensus based
business processes is important. It also recognises the constraints imposed by the reliance on a Limited,
Intermittent and Disrupted bearer infrastructure, the potential synergies, risks (anti-patterns) and
opportunities.
The list of stakeholders includes, but is not limited to capability developers, mission commanders, system
engineers, operational analysts, IT service providers, and doctrine and training developers.
Participants are requested to develop a capability architecture, which supports the establishment of a
“coalition cloud” within a mission planning and execution environments including:
 Security model to enable multiple partners to host their services
 Porting of services from national clouds to the coalition cloud and between FMN Mission
Environments
 Scaling of workloads.
The developed solutions will then be presented to a board of military SMEs and NATO System engineers
for evaluation.
Participants are encouraged to use the best industry practices, tools and techniques for the completion
of the task.
Provision of Infrastructure as a Service is an FMN Spiral 4 objective and this challenge is expected to
directly influence the further development and implementation of the FMN Spiral Instructions for Cloud
Services. The most promising patterns will be used as the basis of the first iteration of the cloud service
instruction and deployed within NATO Architecture Catalogue to guide development of future Alliance
Capabilities.

Teams
Team 2 - Innovators meet Archimates (white)
Team “Innovators meet Archimates” consisted of two members from
HQ ACT and NCI Agency and represented the amalgamation of a
White and Green Team. The primary role of the White team
(Innovators, Krzysztof Skurzak and Jens Balsliemke, ACT) was to
provide event management and administration. The Green Team (Archimates, Torsten Graeber, NCIA)
was to participate in the Modelling Challenge, but due to last minute changes to the attendees the sole
member of the team had to take the role of Challenge Lead and mentor to the four Blue Teams.
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Team POC: Krzysztof Skurzak, Lead, e-mail: krzysztof.skurzak@act.nato.int
Team Links: www.act.nato.int, www.ncia.nato.int
Team Repository: Link
Team Final Presentation: N/A
Solution.
The team took part in the Modelling challenge and presented a potential approach for modelling a Combat
Cloud as a Capability employing current Principles from NATO Architecture Policy. The team developed a
set of views using a TOGAF approach and documenting the work in the NAF v4.0 compliant Archimate
Metamodel and Framework (Figure 14).
A future C4ISR that will permit affiliates to offer cloud hosting
services to mission partners in a deployed coalition.
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Figure 14. Combat Cloud Capability Breakdown.

The team developed the underpinning architecture building blocks for Technology, Organization, Process
and Information, and then presented a Capability Configuration for the Combat Cloud with potential
patterns for use (Figure 15).
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Figure 15. Capability Configuration and an Use Pattern.
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The team highlighted the ongoing challenge for Architects in communicating the work of such modelling
and the reuse by Decision Makers that was presented as a comic humoristic (Figure 16).

Figure 16. Architecture miscommunication.

Lastly the team members indicated that one of the possible ways to make architectural work more
understood, appreciated and correctly exploited could be found by improving the visualization of, and
access to, architectural information.

Figure 17. Modern visual representation of archiectural artefacts.
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Team 4 - Kubectl (blue)
Kubectl team participated in the TIDE Hackathon modelling challenge by bringing a
group of experts from the Ukrainian C4ISR Centre. The team members were Artem
Martynenko, Dmytro Melnikov, and Serhii Kolesnikov.
Team POC: Artem Martynenko, Lead, e-mail: artemm@istar.org.ua
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The team proposal was to consider a mission cloud as a private cloud which has not any external
dependencies from the internet or cloud provider. Also, it can be autonomous inside the mission
environment (cloud on-premise).
Another aspect of the solution was the decision to represent the mission cloud as a PaaS (Platform as a
Service) for mission participants (Figure 18). It will allow nations to think only about their applications and
data but not about infrastructure.

Figure 18. Mission Cloud as private PaaS

Realizing that each nation has a lot of applications with a lot of dependencies, the team proposed to use
a containerization technology to achieve an interoperability and to provide a portability for nations’
applications through the cloud providers with their own encapsulated and isolated environment. In such
case, the frontline for nations to deploy their application should be the container orchestration API. The
team developed their variant of mission cloud architecture and also proposed the technical solution for
architecture with usage of open source products (Figure 19).
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Figure 19. Mission cloud architecture solution

As an improvement of the provided solution, the team also presented an architecture that shows how
different cloud platforms (hybrid cloud) can be summarized into a federated cloud platform with the
usage of the same orchestration API for nations and without any improvement from their side (Figure 20).

Figure 20. Architecture Improvement for Federated Usage

In the conclusion, the team presented usage patterns for mission cloud: the Provider-Consumer Usage
Pattern and the Federated Usage Pattern (Figure 21). In the Provider-Consumer Usage Pattern nations
interacts with the container orchestration API and the orchestration API engine interacts with IaaS of the
cloud platform. In the Federated Usage Pattern nations also interacts with the orchestration API, but in
this case, orchestration API engine works as service for nations and as a client for other orchestrations
APIs.
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Figure 21. Provider-Consumer Usage and Federated Usage Pattern

Team 5 - Fantastic Lobsters (blue)
The team Fantastic Lobsters represented UK MoD and was composed from
experienced architects daily working on defense challenges at National and
Federation levels. Glyn Baldwin, Michael Juckes, Danielle Perks, and Joshua Collyer
approached the modeling challenge using their past experience, and deep
knowledge of the political-military environment, but keeping focus on the tactical
edge where soldiers focus to complete their missions in the most efficient, yet as
safe as possible way.
Team POC: Glyn Baldwin, Lead, email: glynn.baldwin826@official.mod.uk
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The team formulated their objective as “Create a reference architecture model and approach for
implementing federated combat cloud using automation and infrastructure as code”. The high level
architectural view developed by the team is presented on Figure 22 below.

Figure 22. Combat Cloud Architecture.
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By applying “Infrastructure as Code” paradigm the team was able to capitalize on automatic management
and provision through code, rather than on traditional manual processes. That approach in turn allowed
for improved:
 Standardization
 Commonality
 Reusability
 Scalability
 Security, as it was defined and implemented at build
 Continuous Development
The developed architecture was constructed with an assumption of “need to know” approach, and that
there will be the lead nation and associated single supplier. The architecture key elements included
Standardization and Commonality, Re-Usable Artefact Repository, Broker Function, and lastly Bare Bone
Combat Cloud itself.
First component of the solution – Standardization and Commonality – would promote for all the
stakeholders to agree on common standards and policies. This could be achieved by adoption of current
policies, best practices, international and NATO standards, and current ways of working.
The reusable artefact repository, the second element of the solution, would contain benchmarked
technology, standard operating procedures, standardized environment templates, pre-defined roles, and
documented common interfaces. NATO nations by close collaboration would establish this component,
building on the standards established within first component.
The next component, and also step in the process of establishing the combat cloud - Broker Function –
would be assigned to the lead nation that would be responsible to capture requirements, capability
implementation, access to re-usable artefact repository and management of the setup Environment.
Lastly, the key element established as the last step in the process – Bare Bones Combat Cloud – would
provide services provisioning mechanism enabling all participate nations to have required level of access.
This would be enabled by a common architecture with well-defined interfaces, and by provision of the
key functions of IDAM, Storage, Tooling Zones, and Test Environment.

Team 6 - UK ADHOC (blue)
The UK ADHOC team was composed from experts from UK
MOD, Microsoft and Roke. Strong industry background
allowed the team to draw from the best commercial
pracices and patterns to develop very competitive solution
and associated library of architectural patterns. The team
members included Dale Edwards, Daniel McLeod, and Tony Reeves.
Team POC: Daniel McLeod, Lead, email: daniel.mcleod106@mod.gov.uk
Team Links: www.microsoft.com, www.roke.co.uk
Team Repository: Link
Team Final Presentation: Link
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Solution.
The UK ADHOC team of Microsoft and Roke experts applied state-of-the-art technologies and business
practices to promote federated, interoperated and standardized approach by design.
The team conducted four phase exploration and development by completion of the following steps:
 Analysis of Reference Cloud Architectures and Approaches
 Derived scenario using provided JTL Mission Use Case
 TOGAF Motivation, Capability, Service Catalogue and Technical Patterns in Archimate v3
 Testing scenario against design and Coding Challenge
The team carefully analysed best industry practices to make informed decision with regard to some of
the fundamental architectural choices (Figure 23); microservices vs multi-tier, event-driven vs message
queueing. Those decisions have later impact on the design of architectural patterns, and lastly on
application of those in the context of chosen Mission Thread.

Figure 23. Foundational architecture paradigms.

Later, the team has derived scenario using provided JTL Mission Use Case and identified key steps of the
process including Establishment of Commander’s Intent, Analysis of Capabilities, Target Analysis, and
Command Decision Examined. The team in next step developed high level architecture presented on the
Figure 24 below. The architectural view has been abstracted due to the high complexity of the provided
scenario. The abstraction, however in turn allowed to look at the similarities and commonalities in order
to promote reusable, plug-and-play type of approach.
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Figure 24. High level solution architecture.

Using the high level architecture, the team applied Archimate v3 to develop TOGAF Motivation, Capability,
Service Catalogue and Technical Patterns (Figure 25). All the patterns were described and are available
for FMN community.

Figure 25. Catalogue of patterns developed by UK ADHOC team .

Lastly the team tested scenario against design and coding challenge to assure its viability.
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Team 12 - Hugin (blue)
The Hugin team represented Danish Defence
Corporate IT. The team with strong computer
science background challenged the given task itself
asking the basic question of “are we addressing the
right problem?”. At first impression a bit
controversial team position led to very constructive discussions, that could positively change the
architecture discipline within NATO and beyond. The team composed from Ulf Bjerring and Mads Rode
have demonstrated very strong analytical and problem-solving skills in the previous Hackathons.
Team POC: Ulf Bjerring, Lead, e-mail: merlin@mil.dk
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
No solution presented as cloud-based computing might provide some benefits such as not duplicating the
effort, sharing, reducing cost, achieve resilience and shorter time to stand up a capability but will
potentially inflict risk to life and resources when applied in the battlefield.
We used an analytical approach and an open mindset to address the stated task of adopting cloud-based
computing techniques in battlefield scenarios. Following basic architecture principles in an attempt to
determine and clarify the problem- and solution-spaces, conducting a gap analysis on generic architecture
building blocks and investigating one of the mission treads with respect to the suggested solution from
the challenge.
Though applying cloud-base principles, in terms of service orientation, might be a pathway to increase the
interoperability within NATO, provided a number of unsolved issues can be solved successfully, we
conclude that bringing the cloud-based principle all the way to the edge in the battlefield is found to
conflict with the concerns for life, as the need for constant connectivity, will compromise this.
We suggest that architects are involved early in the formulation of NATO visions, missions, strategies
politics and doctrines in order to identify possibilities and obstacles in the problem- and/or solutionspaces as early as possible.
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Annex. B. Coding Challenge
Introduction
The 2018 TIDE Hackathon Coding
Challenge was accepted by seven teams.
On the first day of the Hackathon teams
were presented with the CIS infrastructure
prepared by the organizer for this
challenge. The infrastructure included a
collection of webservices that were
expected to be integrated within teams’
solutions. Additionally, during the course
of week initially high network bandwidth was reduced to emulate tactical radios network throughput.
Each team developed an independent solution and presented it to the Selection Board. Please note that
to access the repository a Tidepedia account is required (see Appendix D for the details).

Challenge Sponsor
Col Dariusz Chrusciel, e-mail: dchrusciel@mon.gov.pl

Challenge Custodian
Dr. Gernot Friedrich, e-mail: gernot.friedrich@ncia.nato.int

Objective
To develop mobile applications and services that will enable near real time coordination between tactical
forces and between tactical forces and operational Command Element (CEs). These applications and
services will enhance mission effectiveness, increase Situational Awareness (SA) and reduce the potential
for fratricide (Blue on Blue engagements).

Description
Mobile tactical units generally operate in a dynamic and harsh environment
into which they must transport all of their equipment. This equipment needs
to be lightweight, ruggedized, safe and optimized for low power consumption.
These constraints on equipment have an impact on radio range, throughput
availability and computer performance. Tactical units need to exchange
presence reports, alerts, general information and overlay graphics within a short timeframe to maintain
relevance to the current operation. To minimize the load on the disadvantaged tactical radio networks
typical ICT services, need to be optimized for this environment to meet the following requirements:
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1. All units are required to communicate with operators in the CE via chat; units may also
communicate directly with each other using the same chat capabilities
2. For operational security (OPSEC) reasons, units must be able to operate under radio silence
(receive only) for limited periods of time
3. To support mission planning and execution, units use one or many C4ISR apps on mobile devices
(Laptops, Smartphone, tablets etc.)
4. Units must be able to find and access any Intelligence, Surveillance, Reconnaissance (ISR)
information relevant to their mission and Area of Responsibility (AOR), this information may
reside within their tactical environment or on a federated Mission Network
5. Units must be able to
a. receive and display tactical overlay graphics on their mobile devices
b. create tactical overlay graphics and share them with each other and with higher command
elements
6. Units must be able to report any relevant incident (e.g. reporting an enemy contact) to the CE;
units may also share this information with other units within the same AOR. Incidents have
geospatial and temporal context (time/place).
7. Units must be able to submit various support requests, e.g. Medical Evacuation (MEDEVAC)
requests or Joint Tactical Airstrike Requests (JTAR)
8. To avoid fratricide, tactical units must be aware of the location of friendly forces within their own
AOR
9. For SA and to de-conflict the battlespace the CE must be aware of all unit positions within its
assigned AOR
10. Units might be equipped with tactical ISR capabilities (e.g. Drone) – ISR collected (images/Video
clips) must be able to be locally processed, annotated and shared with neighboring units and
higher command entities
11. Dismounted soldiers must be able to receive and display geospatial referenced information (e.g.
incident hotspots based on historical analysis / or current Intelligecienc Warnings / Friendly Force
Information)
a. on their mobile device (e.g. display on map or augmented live view)
b. when operating hands free (i.e. augmented reality via optical head-mounted display)
Figure 26 below presents a notional network infrastructure. A similar network infrastructure will be
emulated during the hackathon. Please be aware that the quality of the links will be deliberately reduced
to emulate tactical radios. The green team will provide a gateway G with interfaces/APIs so that
participants can access C4ISR Services such as operational chat and other SA capabilities on the federated
Mission Network.
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Figure 26. Challenge notional network infrastructure.

The participants of the challenge are requested to develop working prototypes of innovative military
mobile collaboration and situational awareness applications that would allow to meet constraint tactical
communications requirements. The developed solutions shall lead to significant increase of the tactical
and operational knowledge sharing and ultimately effectiveness of operations.
The developed solutions will be presented to a board of military SMEs and NATO Systems Engineers for
evaluation. Final products will remain open source, and may provide the foundation for NATO or national
military mobile solutions, operational prototypes and technology demonstrators. The elements of
concepts and architectures used during development may also be incorporated into formal FMN
Specifications.
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Teams
Team 7 - SMART id (blue)
The SMART id team was composed with personnel from the
Norwegian Defence Research Establishment (FFI) and The
Norwegian Defence University College (FIH). Presented on the
picture to the right (from left to right): Ida M. Frøseth (FIH),
Frank T. Johnsen (FFI), Trude H. Bloebaum (FFI). The team from
Norway was present for the very first time at ACT Hackathon,
and demonstrated high quality skills, determination and
innovative
approach
to
the
challenge.
Team POC: Frank Johnsen, Lead, email: frank-trethan.johnsen@ffi.no
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The team’s use case was the Norwegian Home Guard’s area forces. Due to the
large number of area forces, and the limited time these forces have available
for training, a technical solution that aims to improve the situational awareness
of the individual soldier within the Home Guard area forces needs to be simple
and intuitive in use and have a low cost. This means that smart technology is of
particular interest to this group of users. Furthermore, these forces primarily
require exchanging unclassified information, but they need this information
exchange to be as secure as possible to increase trust in the information.
The team chose to focus on service-oriented approaches and using open standards where applicable when
developing our prototype system for the MOBILE CHAT AND SITUATIONAL AWARENESS APPLICATIONS
challenge. This was done to embrace open source as well as supporting our use case of providing a lowcost solution. The team developed two different clients; one specifically targeting the Android platform
(so that we could apply platform-specific battery-saving techniques) and the other running in a web
browser. For this the team relied heavily on the services of the User Experience (UX) Team to ensure that
developed solution provides a simple and intuitive user interface for our Android app.
The coding challenge listed a set of suggested requirements to support. We chose the subset that best fit
our use case. We didn’t implement all features in all clients, and any differences are indicated below:





Diverse clients: We support Android native and other devices running a JavaScript-enabled Web
browser.
Supporting XMPP chat (in our browser client, and as 3rd party app from play store on Android)
Radio silence (the Android app can go into radio silence to stop transmitting and keep receiving)
The units can receive and display tactical overlay graphics (both clients).
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Tactical units must be aware of the location of friendly forces within their own AOR. We support Blue
force tracking on both clients.
Command elements must be aware of all unit positions within its assigned AOR. Both apps get data
from NATO services as well as reporting own positions among them.
Units might be equipped with tactical ISR capabilities (e.g. Drone). We are able to consume civilian
IoT information (both clients) as well as receive UAV video feeds (Android).
Dismounted soldiers must be able to receive and display geospatial referenced information on their
mobile device. We support the GeoJSON standard in both clients, thus allowing us to display any
geospatial referenced information in this format.
Information security. We use TLS for confidentiality and digital
signatures on messages issued by our system to further ensure
information integrity (both clients).

The developed system included the following components:
 Android application (on rugged or regular phone)
 Browser application
 System gateways (to consume NATO data like NVG, civilian
IoT, etc.)

Figure 27. CAT S60 Android phone IP68
certified and MIL-STD-810G compliant

The three components share information with each other using purely event-driven communication
patterns (i.e., publish/subscribe, no polling).
The team has chosen to use MQTT secured with TLS and
username/password for our messaging bus. The reason for
this was that MQTT is light-weight, highly scalable and
provides different levels of QoS (levels 0, 1, and 2) as need be
(Figure 28). All software communicated over this protocol.
Using TLS ensures confidentiality and integrity between client
and broker (and vice versa). It does not provide end-to-end
security as such (client-broker-client). Therefore, the team
opted to use JSON Web Signature to digitally sign all our
system messages. This ensured end-to-end integrity of our
information.

Figure 28. MQTT QoS levels.

As for data, the team has chosen to use the GeoJSON standard for all our system internal communication.
This meant that in order to consume external data, the team had to develop some gateways that could
translate from other standards and bespoke formats into GeoJSON. Examples here include civilian IoT
data and NVG data from NIRIS. The two exceptions to this rule were as follows:


When our Android client consumed streaming video; that was not passed over MQTT but was
streamed using RTSP directly from the source.
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Maps were fetched using WMS by both clients (or from offline maps in local storage).

Finally, the Android native client was developed in Java, all other software was written in JavaScript.
Overall the team made an attempt to address a very broad set of requirements that the challenge posed
to include; diverse clients, chat, blue force tracking, tactical graphics, radio silence, ISR capabilities,
federation aspects and security. This demonstrates phenomenal performance of the team their broad
knowledge, skills set including team work under high time pressure within extremally demanding
conditions.

Team 13 - Trident (blue)
Trident team participated in the coding challenge by bringing a group of software developers from the
Ukrainian C4ISR Centre. The team members were Serhii Halchynskiy, Serhii Halchynskyi, and Yaroslav
Kulinich.
Team POC: Serhii Halchynskyi, Lead, e-mail shalchynskyi@istar.org.ua
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
When we are talking about situation awareness in federated environment, there are a lot of difficulties to
obtain Common Operational Picture and get comprehensive situational awareness - lots of vendors,
manufacturers, data protocols and their versions, exchange methods and so on, especially when we are
talking about tactical level where in addition we have a bandwidth constraint.
The team decided to put forward the following challenges and try to deal with them in accordance with
FMN Spirals Specifications and by using best programming practices and technologies:
●
●
●
●

service discovery in the dynamic environment;
create tactical overlay graphics and share them with each other and with higher command
elements;
geofencing notification (awareness of the location of friendly forces within Artillery Target Area to
avoid fratricide; awareness of the location of new enemy positions within their own AOR);
aggregation of tactical information with the possibility to enhance it at the higher level and obtain
comprehensive SA.
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Figure 29. The conceptual system architecture is illustrated above.

The team has provided solution that included three modules tactical server, mobile application and web
application (Figure 29).
As a backbone of the system was chosen MIP4 DataModel, which is semantically rich and with extension
possibility. The model has allowed to map other data sets within battlespace. The server can aggregate
data in NVG, FFI, MIP4 data model format and disseminate information between connected clients. To
solve problem of service discovery in the dynamic environment the team used Zeroconf technology in
order to enable discovery of services regardless of network configuration.
The ‘Edge’ mobile application for Android OS was created to demonstrate some of the most interesting
gems of using mobile SA client at the military tactical level. The key features (see also Figure 30) of the
solution included:









Powerful and impressive GIS framework with 3D maps “NASA WorldWind”. It gives an opportunity to
watch for the operational picture from all sides and angles with fantastic performance.
Realtime common operational picture. Using WebSocket technology, client side receives all
situational changes immediately.
Geo-fencing events. To show the ability to create NATO military graphics areas and represent it as
geo-fences some scenarios were implemented. Edge immediately receives push notifications when
Enemy
detected
and
reported
on
the
map
at
any
Named Area Of Interest.
Object creation and reporting. Edge mobile client has an ability to create Points, Lines and Areas as
military objects according to App-6 Symbology and MIP4 data model. If connection with server is
established client saves object to the server and if connection closed, client stores it locally to publish
when
connection
will
be
established.
This function is developed according to the recommendation of UX experts to speed up the process
of object creation.
Friendly force tracking. Edge automatically sends own location to the server. Edge receives the
location of other FFT in real-time as well.
Service discovery. Edge automatically connects to the server in dynamic networks.

38




Line of sight. Edge includes tool for rendering line of sight in 3D. It can help to plan some actions on
the battlefield.
Performance show. Additionally Edge has Stress Mode. This is mobile activity that demonstrates the
performance of the symbology rendering and animations. There are few thousands of airports with
real locations and unique names put on the map.In this mode, you can see Elon Musk’s Tesla flying
in Space around the Earth while Space Oddity of David Bowie playing around :)

Figure 30. Screenshots of the key mobile application functions.
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WEB client (see Figure 31) is aimed to obtain situational awareness at HQ level, where commander can
observe situation reported from tactical clients, and enhance it by creating any entities from MIP4 entities
hierarchy and render it by APP6-B.

Figure 31. Web application screenshots.

The technology stack used by the team included:




HTML5, CSS3, Bootstrap 3.0, ReactJS
Java 1.8, Spring Framework, Thymeleaf, SQLite, Apache CFX, mDNS
Kotlin 1.2.3, WebSockets, NASA World Wind, OGC GeoPackage

The team applied a set of standards to assure the highest possible level of interoperability. The list of
applied standards included; MIP4 data model, NVG 2.0, MTF FFI, APP6-B, XMPP.

Team 19 - MARVEL (green)
Team MARVEL was composed of Michael Street and Bogdan Vasilache. Both NCI
Agency team members are currently actively involved in Innovation development
with a specific focus on IoT concepts and Data Analytics. The teams primary role at
the Hackathon was to provide mentorship and co-lead support to the blue coding
challenge teams.
Team POC: Dr. Michael D. Street, Lead, e-mail michael.street@ncia.nato.int
Team Links: www.ncia.nato.int
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Team Repository: N/A
Team Final Presentation: N/A
Solution.
The team originally intended to provide IOT services and expertise in support of the Coding Challenge
teams, and also to develop IOT concepts during the week. Due to changes in attendance they found
themselves having to take on the role of Coding Challenge Lead and to mentor to the five teams to ensure
they were able to exploit the NATO services and produce their solutions. While they were not able to
develop their own solutions, the Coding Challenge Teams expressed their gratitude to the team for their
support at the event, and two indicated this support was instrumental in helping them produce their
solutions.

Team 21 - ARMED (blue)
ARMED team composed of Marcin Kukiełka, Tomasz Gutowski and Paweł
Pieczonka represented Military University of Technology. The University
located in Warsaw is is a civil-military technical academic institution in
Poland. It is located at Bemowo, Warsaw. The university was established
in 1951. Due to the growing demand for Polish Military Forces in the IT
sector in 1968 the University has created the Cybernetics Faculty which has now been operating for 50
years. The Cybernetics Faculty has been known to develop and make use of the newest technologies
and has achieved a lot in the area of decision support systems and computer simulation. Throughout the
years the faculty has been developing through hard work of the teaching staff and students who
enthusiastically participate in scientific projects.
Team POC: Marcin Kukielka, Lead, email: marcin.kukielka@wat.edu.pl
Team Links: http://www.wat.edu.pl/
Team Repository: Link
Team Final Presentation: Link
Solution.
The team has decided to narrow down mobile platforms options to Android devices
to make use of features and capabilities that are not available on other platforms.
Additionally, the team specialized their application for reconnaissance teams. The
developed application was named SAME what stands for Situation Awareness Mobile
Environment.
The team has managed to create an application that has integrated with services provided by the
hackathon organizers such as: map services (WMS), FFI Data(NVG), tactical chat (JChat through XMPP)
and IoT Weather Services. Apart from that the team provided a backup chat based on MQTT protocol with
one of the users as a server, their custom App-6A symbology server, streaming videos from a drone and
another mobile device (RTSP protocol) and a view at the city through CCTV cameras (see Figure 32).
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Figure 33. SAME application architecture.

The final solution is embedded in a simple but functional Graphical User Interface (Figure 32) that was
reviewed and improved with support of UX team.

Figure 32. SAME application screenshots.
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The application implemented most of the requirements specified by challenge among which it’s worth
to mention:





Adding units to the map, see the unit added by other team members, measure distances, view the
location of other team members,
Tactical Chat,
Radio silence status and switch to other views from the right menu, such as the command tree, map
layers, chat, augmented reality, video streaming and settings.
Use of Virtual Reality to increase situational awareness

Team 27 - Valanders (blue)
Team Valanders were formed at short notice by three university students from the
Faculty of Electrical Engineering from the University of Montenegro and included;
Dragan Todorovic, Nina Drakulic, and Dusan Kascelan. The Team brought software
development skills and a fresh (non-military) perspective to the Coding Challenge.

Team POC: Dragan Todorovic Lead, e-mail: dragan@valanders.com
Team Links: Link
Team Repository: Link
Team Final Presentation: Link
Solution.
Despite (or perhaps because of) being one of the few teams who did
not bring prior experience or prepared solutions to the event, Team
Valanders made a pragmatic decision to refine the requirements and
focus on developing a clearly defined Minimum Viable Product for the
Challenge.
Team Valanders developed an application (Figure 34) on an Android Platform focused on alerting users to
the presence of enemy forces and threats in their immediate vicinity. It drew information from NCIA
provided services for threat and map data and presented this in a very clear user interface.
This approach led to a very focused mobile App addressing a specific aspect of the challenge. The team
also produced a solution dealing with the scenario where soldiers on the ground could operate in both
connected and disconnected (peer-to-peer) modes.
It was recognized that mobile units would still need access to other Apps to provide the other command
and control functions, but Team Valanders presented an approach to the challenge that was scalable.
They also presented a potential use case for their implementation to asset in the determination of
potential threats.
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From a standing start, this team of university students produced a working demonstration on a live
system.

Figure 34. Valanders Application Prototype
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Annex. C. Joint Challenge
Introduction
The 2018 TIDE Hackathon Joint Challenge was
accepted by five teams. On the first day of the
Hackathon the teams were provided with materials
focusing their efforts on some certain scenarios
described as Mission Threads. Those materials are
available here. Each team developed an independent
solution and presented it to the Selection Board. This
annex contains description of the challenge, the
presentation
of
the
teams,
and
their
accomplishments. It also provides an entry point to
the repository where the solutions are stored. Please note that to access the repository a Tidepedia
account is required (see Appendix D for the details).

Challenge Sponsor
Mr. David Cooper, email: david.cooper@act.nato.int

Challenge Custodian
Mr. David Cooper, email: david.cooper@act.nato.int

Objective
Develop models and/or prototypes of applications that would show how to significantly improve the
access to unstructured information (“files”/”documents”) in a federated environment.

Description
The FMN Roadmap introduces the concept of Distributed File Sharing to the
Federation. Files in this context can be considered as collections of
unstructured information made available to the federation for use in many
situations. Current FMN Specifications allow for the sharing of files as
documents in one of two ways. They can be distributed as attachments to
emails or they can be posted to web portals for subsequent download (one
“push” mechanism and one “pull” mechanism”). Both of these mechanisms have drawbacks, including:
 Bandwidth – the file is normally transmitted separately to each recipient
 Assumed Knowledge – end points (email addresses, web site addresses) have to be known
 Information is not readily accessible - especially to applications
 Copies are not synchronized - once emailed or downloaded the recipient has a separate copy
 Not a “federated” solution
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The use of unstructured information is currently biased towards direct access by human consumers, e.g.
reading a document, watching a video. The current trends, especially in the fields of Big Data and
Analytics, would indicate that unstructured information will need to be accessed more and more by
applications instead. Having the information hidden in personal emails or on portals aimed at human
readers makes this difficult.
The challenge, therefore, is to propose imaginative solutions to this scenario. The solutions can be
presented as architectures or prototype solutions. It is assumed that there is no single, or one size fits all,
solution to the drawbacks presented above and therefore combinations of solutions that address one or
more aspects are expected.
The list below shows some products that address some aspects of the problems and are provided purely
to generate ideas:
 Dropbox
 Google Docs/Drive
 AWS WorkDocs
 AWS S3 & Storage Gateway
 Microsoft Azure Files and Data Lake Store
 OwnCloud.com
 Box.com
 Pydio
Off-premise cloud solutions will not be part of the final solutions but can be used in prototypes if
accompanied by information on how the solution would be implemented in a federated environment
without access to off premise cloud.
The developed solutions will be presented to a board of military SMEs and NATO System engineers for
evaluation. Final products will remain within open source domain, and will influence the future FMN
specifications, and may become part of operational prototypes and technology demonstrators.

Teams
Team 14 - FRONT (blue)
Three junior Polish military officers; Marcin Perka, Mateusz Hinca, and Artur Stachurski
from the Military Application Services Centre formed the FRONT Team to respond to
the Coding Challenge. The officers are working in the Military Application Services
Development Centre which has responsibilities including IT systems development and
training for Polish Ministry of Defence.
Team POC: Artur Stachurski, Lead, email: a.stachurski@ron.mil.pl
Team Links: http://rczpi.wp.mil.pl/pl/index.html
Team Repository: Link
Team Final Presentation: Link
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Solution.
FRONT team developed a solution based on the open source technologies for synchronizing, searching
and distributing files containing both unstructured and structured data sets. Figure 35 below presents the
architecture of the solution. The team not only proposed very mature and rich architecture, but also
developed a prototype system, and thus has proven a feasibility of the proposed architecture.

Figure 35. FRONT team solution architecture.

The proposed solution encompassed five distinct components; clients, integrator, identity server, provider
and synchronization application.
The team used ASP.NET Core Framework to implement the system. The technology choice allowed for the
solution to be deployed under any operating system (Windows, Linux, etc.). Additionally, the team
dockerized the solution that allows to massive scalability that is of an essence within federated
environment. One of the solutions’ element is ElasticSearch engine that provide search capability over
big data sets. The team also designed and implemented a responsive web application to visualize and
analyze the processed data. It was made in the PWA (Progressive Web Application) technology, based on
the Angular Framework. Ritch capabilities of Angular allow to distribute processing among client and
server to capitalize on the whole federation network processing power.
Lastly, the solution embeded an authorization of users capability. The team has selected OAuth2 standard
based solution and used Identity Server 4. This combination enabled “single sign-on” feature on the
network to both increase security and user friendliness of the final solution.

Team 16/18 - STONA and Gatekeepers (green)
Teams STONA and Gatekeepers was comprised of staff from the NCI Agency
bringing experience in NATO Core Services, Tactical Chat, Track Distribution and
Core GIS. The teams principally provided support to the Blue Teams in the form
of live NATO services, as well as the subject matter expertise to integrate and
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exploit them for their solutions, however they also banded together to develop a solution to the Joint
Challenge
STONA Konrad Wrona, Lead, e-mail konrad.wrona@ncia.nato.int
Gatekeepers Michael Laukner, Lead, email Michael.laukner@ncia.nato.int
Team Links: www.ncia.nato.int
Team Repository: STONA Link, Gatekeepers Link
Team Final Presentation: N/A
Team POC:

Solution.
This combined team focused on the challenge of decentralized file sharing, specifically how to easily share
files in support of NATO operations using or integrating existing NATO services like JChat. They identified
the following set of key requirements for their solution:







Decentralized storage, suitable for federated environment
Superior performance
Providing redundancy and availability protection
Confidentiality and integrity protection
Reuse of existing NATO Services
Adherence to FMN specifications

The team developed and demonstrated a solution employing the InterPlanetary File
System (IPFS) protocol. (IPFS) is a protocol and network designed to create a contentaddressable, peer-to-peer method of storing and sharing hypermedia in a distributed
file system. IPFS was initially designed by Juan Benet and is now an open-source project
developed with help from the community. the IPFS protocol takes advantage of the
Bitcoin blockchain protocol and network infrastructure in order to store unalterable data, remove
duplicated files across the network, and obtain address information for accessing storage nodes to search
for files in the network.
In evaluating IPFS as an approach, the team identified the following features that supported the
requirements for the challenge:






Content-addressed, versioned, peer-to-peer file system
Based on Merkle DAG
No single point of failure
Combines a distributed hashtable, an incentivized block exchange, and a self-certifying namespace
Suitable also for implementation of versioned file systems and for integration with distributed leger

In the demonstration, an implementation of a solution based on IPFS was presented, integrated with the
NATO Tactical Chat Solution, Jchat. This provided the mechanism for users to communicate and exchange
the links to the files made available through the distributed system.
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Figure 36. Screenshot of IPFS/JChat Integrated solution from Team STONA/Gatekeepers

The implementation met most of the requirements for a distributed file system and presented a new
approach integrating best of breed technologies with current NATO services and bringing them into the
Mission Networking context. However, some aspects were not addressed in the solution, and more work
would be needed to enhance the solution to meet all the requirements:




Addition of confidentiality protection via end-to-end file encryption
Provide integrity protection and non-repudiation via distributed ledger
Definition of a standard profile for IPFS implementation in a federation

Team 20 - Cloudy (blue)
The Cloudy team was composed of two junior military officers Yelyzaveta Boiko and
Yan Anatskyi from Ukrainian C4ISR Centre, and cadet Anatolii Kravchenko from
Ukrainian Military Institute of Telecommunications and Information Technologies.
The team proposed not only an architecture of how the challenge goal should be
determined but also the real prototype of how the unstructured data can be managed
within the collaboration of software products.

Team POC: Yelyzaveta Boiko, Lead, email: lboyko@istar.org.ua
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
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Solution.
The team members proposed to use a unified data storage which will operate with data both as file
storage and object storage. This will provide an option to select between NFS protocol, and S3 interface
or Swift API.

Figure 37. Distributed File Sharing Architecture Proposal

The main purpose of users’ storage is to keep all information about users including their access levels to
the information stored in data storage. Logs storage tracks all the users’ actions and will provide an
opportunity for data analysis and history of actions while data manipulation. A search engine in the
architecture provides searching through documents names, content and metadata.
Designed distributed file sharing architecture (Figure 37) provides a possibility for connecting different
types of file hosting clients. It means that in case of creating Mission Network different countries will be
free in choosing a client while operating with distributed file sharing storage.
In addition, the team provided a real prototype of architecture (Figure 38).
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Figure 38. Distributed File Sharing Prototype

The main part of the developed solution is Ceph – unified distributed storage system. Ceph guarantees
performance, reliability without a single point of failure, fault tolerance by data replication and scalability
to the exabyte level. The main its features are an ability to provide an object, block, and file system storage
in a single unified storage cluster and the possibility to be the distributed data storage which will depend
only on the provided hardware.
Team members also used OpenLDAP as users storage and MariaDB Galera Cluster for logging users
actions. Besides it, the team investigated how the Distributed Search should be implemented in the
solution and decided to use the ElasticSearch – Big Data search and analytics engine.
Ukrainian team chose Nextcloud (Figure 39) as file sharing client – an open-source product with a big
community and great amount of applications that can work in collaboration.

Figure 39. Nextcloud main screen
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As team declared: “selecting Nextcloud among all other free and paid products is our deliberate choice
because it allowed us freely fit the software to our needs”. For example, usage of client digital certificates
wasn't out-of-the-box it was implemented especially for the presentation. Also, they provided the secure
connection between all the services and packed everything in Docker containers for easy and fast
deployment.
To fully verify that developed solution does not contradict the related FMN specifications the team
showed the usage of the next extra-features:






login through the client digital certificates;
data visualization and its analysis;
XMPP;
SMTP;
VTC (Figure 40).

Figure 40. The screen of the chat page in VTC plugin

Surprisingly, the competing teams had the common in the provided solutions – they included
ElasticSearch and Kibana (Figure 41) in their architecture. ElasticSearch is the search engine that helps not
only to use search among the documents by different aspects but also creates a foundation for data and
users actions analysis. Kibana is an open source data visualization plugin for ElasticSearch. It provides
visualization capabilities on top of the content indexed on an ElasticSearch cluster. Users can create bar,
line and scatter plots, or pie charts and maps on top of large volumes of data.
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Figure 41. Kibana dashboard for the uploaded data

By presented prototype, the team showed how open-source products can be combined to produce
reliable, scalable, easy-deployed solution which fit the specifications needs, and as the bonus can be
easily integrated into cloud solutions.

Team 29 - UX (green)
Team UX was provided by the C4ISR User eXperience (UX) Services group
from the Bi-SC AIS16. Programme Management Integration Capability
(PMIC) at NCI Agency The team took a supporting role in the TIDE
Hackathon 2018, and primarily focused on teams participating in the
Coding challenge, but also offered assistance for the Joint challenge.
Team POC: Yavuz Okur Lead, e-mail yavuz.okur@ncia.nato.int
Team Links: UX related page(s) on Tidepedia and/or the Bi-SC AIS portal.
Team Repository: Link
Team Final Presentation: Link

Solution.
Over the course of the event the UX team offered support and advice to the teams. To position the UX
topics and team in context of the TIDE Hackathon a short presentation was provide during the opening
and introduction presentations at the start of the event. Most of the Coding and Joint teams later
attended one of the three UX awareness sessions. In these sessions the UX team summarized the usercentered design approach and provided practical points for consideration in their solutions. Especially it

16

Bi-SC AIS: Bi-Strategic Command Automated Information System
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was recommended that the teams considered and addressed in their design and final presentation the
aspects: Users, Context and Goals.
The UX team provided support in the following
areas:




define and execute user-centred design
approach to help realize better systems for
operational users;
develop and maintain Style Guides to achieve
consistency in system interaction;



develop and maintain UI component libraries (CompassUI for Web and Mobile) for application
development;



provide UX training to project and programme teams.

As reference material the teams were provided with a trifold “Summary HMI Style
Guide for C4ISR Mobile applications” and template “Scribble sheet”. The
materials used in these sessions are made available on the UX related page(s) on
Tidepedia.
On request of the teams, there were multiple sessions and dialogs throughout the
week to discuss their initial designs
and realized (mobile) applications. The UX team
provided direct feedback and suggestions to the teams
in order to improve the user experience of their
solutions.
In the final presentation of the solutions for the Coding
challenge, it was observed that most of the teams had
adopted parts of the HMI Style Guide and notably the
“Dark Theme” (Dark Blue Steel). Also feedback on
specific dialogs and interaction flows was reflected in
changes to the products.
In the closure of the event, it was indicated by the teams that the interactions with the UX team were
appreciated. Likewise the UX team acknowledge the open and constructive dialogs with the teams, and
credits for picking up and addressing the feedbacks provided.
The UX team participated for the first time in the TIDE Hackathon. Although it was not clear from the
offset how the contributions would fit it, it worked out well. This can be attributed to the attitude,
willingness and experience from the Coding teams.
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The initial intent of the UX team was to also bring the developed HMI component library (CompassUI for
web and mobile) to the event; as it is under development, this was not done. As there is a learning and
integration curve for teams to use new libraries and building blocks, these should be provided in advance
of the event. In addition, technology constraints have to be considered – especially for mobile apps; the
HMI libraries are based on Qt and have been tested on iOS, whilst in the event Android was the
predominant platform. The UX team will assess how the HMI libraries or parts (style, icons, etc) can be
offered to various development and target platforms – also for its own projects.
The emphasis of the interactions with the teams was on the mobile apps as it was area worked on most
recently by the UX team, and seemed the focus of the challenge. Most teams however included in their
solution also functions for central command posts, which are more web-based applications. The UX team
could have also worked with the teams on these aspects.
The TIDE Hackathon event provide the UX team practical insights in how the services and materials can
be offered to the engineering community in NATO and Nations, and potentially in next TIDE events.
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Annex. D. Lessons Learned and Recommendations






Conducting the TIDE Hackathon
o Consider daily status updates, and progress reports from the teams
o Consider follow on event or save one day in existing event where results from the
Hackathon could be consolidated to form an unified baseline for operational use and the
future events
o Increase the number of social events to enable more cross-teams interactions. Those could
also help teams to bring their thinking together.
o Enable cross-team work across different challenges (e.g. modelling and coding teams
increase value of their products via collaboration)
o Consider remote participation using modern technologies (Periscope, GitLab, Wikis, more …)
Realizing the Benefits of the Hackathon
o Develop the NATO Hackathon Body of Knowledge
o Establish a software baseline from the software packages produced
o Expose the products of the Hackathon to wider community on an open platform
o Broadly disseminate the Final Report within NATO – to include NLRs, NIAG, NCIA, C3B, C3B
Architecture CaT, C3B Interoperability CaT, Architecture Management Group
o For the set of developed apps create a NATO application store where they could be easily
downloaded for installation
Planning for the next EA Hackathon
o Develop Hackathon Management Plan to address resourcing needs
o Organize Hackathon planning conference with national participation
o Introduce Incubation stage for the Hackathon products for further demonstration,
development and support potential exploitation.
o Engage early on with Academia using ACT and other NATO channels to assure higher
participation of students and academia faculty
o Allocate additional resources to fully address lessons learned and to enable future growth of
the event
o Consider using NLRs to reach out to potential participants
o Consider presenting the TIDE Hackathon results and future plans at the Chief of
Transformation Conference (COTC) to promote National involvement in this NATO
Innovation event.
o Consider adding security concerns as one of the scoring categories in the competition.
o Include more initiatives similar to UX coaching as as they add an extra and very welcome
dimension to the Hackathon. Although the emphasis of a Hackathon event is on realizing
tangible results, it is also useful to have focused presentations and lectures as part of the
event.
o Limit number of platforms for coding challenge
o Start judgement process earlier on to assure the enough time is allocated for code and
models reviews
o Stick to the original presentation timeslots to avoid unnecessary surprise for the
participating teams
o Assure the infrastructure of the Hackathon could be accessed online even from a hotel room
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In order to strengthen the relation between TIDE Sprints, Hackathon and CWIX it should be
assessed how the challenge cases can be defined more specific and clearly on the one hand,
and still leave sufficient freedom for creativity on the other hand.
o Pick a more accessible location (good commute hub) for the next hackathon.
Expanding NATO Hackathons
o Identify methods to increase the number of competing teams
o Investigate the option for Nations to execute Hackathons at the national level to select best
teams and send the winners to NATO Hackathon
o
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Annex. E. Tidepedia Account
In order to obtain access to Tidepedia portal submit account request via e-mail to
tide@act.nato.int with the following data:
 First and Last Name
 Organization – including command/agency/company name and country
 Sponsor (if the organization is non-military)
 E-mail address
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Web Presence:





ACT Web Page
o http://www.act.nato.int/ea-hackathon
ACT Facebook
o https://www.facebook.com/NATO.ACT/
ACT Twitter
o https://twitter.com/NATO_ACT/
TIDEpedia Portal (Password protected – Tidepedia account required)
o https://tide.act.nato.int/tidepedia/index.php/TIDE_Hackathons
o https://tide.act.nato.int/tidepedia/index.php/TIDE_Hackathon_(19-23_Mar_2018)
o https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(27-31_Mar_2017)
o https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(4-8_Apr_2016)
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Annex. G. List of the Participants
Teams
Innovators meet Archimates
 Krzysztof Skurzak (L)
 Jens Balsliemke
 Torsten Graeber

Hugin




Ulf Bjerring (L)
Mads Rode

UK ADHOC





Dale Edwards
Daniel McLeod (L)
Tony Reeves

Fantastic Lobsters






Glynn Baldwin (L)
Michael Juckes
Danielle Perks
Joshua Collyer

Kubectl





Artem Martynenko (L)
Dmytro Melnikov
Serhii Kolesnikov

MARVEL




Bogdan Vasilache
Michael Street (L)

Gatekeepers




Michael Laukner (L)
Anno van Vliet
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UX




Yavuz Okur (L)
Christian Kaspari
Hans Kooi

SMART id





Frank Johnsen (L)
Trude Bloebaum
Ida Froseth

FRONT





Marcin Kukielka (L)
Pawel Pieczonka
Tomasz Gutowski

Valanders





Dragan Todorovic (L)
Nina Drakulic
Dusan Kascelan

Trident





Yaroslav Kulinich
Serhii Kholmohorov
Serhii Halchynskyi (L)

STONA




Steve Lockwood (L)
Konrad Wrona

FRONT





Artur Stachurski (L)
Marcin Perka
Mateusz Hinca
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Cloudy






Yelyzaveta Boiko (L)
Yan Anatskyi
Anatolii Kravchenko

Individuals












Rear Admiral Onder Celebi, ACT
Prof.dr Milica Pejanovic-Djurisic, University of Montenegro
Dr. Peter Lenk, NCI Agency
Mr. Mithat Hodžić, Montenegro Ministry of Defense
Mr. Nikola Martinović, Montenegro Ministry of Defense
Lukas Knoebel, Bundeswehr Office for Defence Planning
Sebastian Jahnen, Bundeswehr Office for Defence Planning
Mr. Patrick Fryer, ACT

Col Dariusz Chrusciel, Polish Ministry of Defense
Chornyi Denys, Government Office for European and Euro-Atlantic Integration,Secretariat of the Cabinet
of Ministers of Ukraine
Col. Kostiantyn Kurochkin, Ukraine MOD
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